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Course Overview

TBD

Review this course online at https://www.alta3.com/courses/aws-saa

Who Should Attend

e IT professionals with foundational experience (e.g., Network+ level).

What You’ll Learn

® Prepare students for the CompTIA Security+ (SY0-701) certification
exam.

Outline

Day 1 - Foundations of Cybersecurity

Lecture:Lecture + Lab: Introduction to Cybersecurity
Lecture + Lab: Threats, Attacks, and Vulnerabilities Overview
Lecture: Social Engineering Techniques

Lecture: Cryptographic Attacks

Lecture: Network Security Fundamentals

Lecture: Security Architecture Basics

Lecture: Identifying Vulnerabilities

Lecture: Physical Security Controls

Lecture: Indicators of Compromise (IoCs)

Lecture: Risk Management Concepts

Day 2: Securing Networks and Systems

Lecture: Network Security Devices
Lecture + Lab: Wireless Security
Lecture: Secure Network Design
Lecture: System Hardening



Lecture:
Lecture:
Lecture:
Lecture:
Lecture:

Identity and Access Management (IAM)
Role-Based Access Control (RBAC)
Secure Protocols

Monitoring and Logging

Endpoint Security

Day 3: Cryptography and Cloud Security

Lecture:

Cryptography Basics

Lecture + Lab: Hashing and Digital Signatures

Lecture:
Lecture:
Lecture:
Lecture:
Lecture:
Lecture:
Lecture:
Lecture:

Public Key Infrastructure (PKI)

Secure Communication

Cloud Security Models

Cloud Identity Management
Virtualization Security

Container Security

Data Protection in the Cloud

Incident Response in Cloud Environments

Day 4: Incident Response and Governance

Lecture:

Incident Response Process

Lecture + Lab: Forensic Basics

Lecture:
Lecture:
Lecture:
Lecture:
Lecture:
Lecture:
Lecture:
Lecture:

Disaster Recovery Planning
Business Continuity

Security Policies

Compliance Frameworks
Security Awareness Training
Third-Party Risk

Penetration Testing

Threat Hunting

Day 5: Advanced Topics and Exam Prep

Lecture:

Emerging Threats

Lecture + Lab: IoT and Embedded Systems Security

Lecture:
Lecture:
Lecture:
Lecture:
Lecture:
Lecture:
Lecture:
Lecture:

Mobile Security

Secure Software Development
Supply Chain Attacks

Exam Strategies

Practice Lah: Network Attack
Practice Lab: Defense

Full Exam Simulation
Certification Next Steps



