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Penetration Testing with Kali Linux

e 5 Weeks
e Lecture and Hands-on Labs

Course Overview

Penetration Testing with Kali Linux (PWK) is an online pentesting course designed for security professionals
and network administrators who want to take a serious and meaningful step into the world of professional
penetration testing. This best-in class training course introduces students to the latest ethical hacking tools
and techniques, including remote, virtual penetration testing labs for practicing the course materials. PWK
simulates a full penetration test from start to finish by immersing the student into a target-rich and vulner-
able network environment. Students who pass the exam earn the industry-leading OSCP certification.

Exam Reference: OffSec Certified Professional (OSCP). Delivery Format: 5:1:6 ¢ 5 weeks guided self-study
pre-work e 1 week Online Live immersive boot camp e 6 bi-weekly Online Live post-immersive mentoring 3.5
hour session

Who Should Attend

o Infosec professionals transitioning into penetration testing.

» Pentesters seeking one of the best pentesting certifications.

¢ Those interested in pursuing a penetration tester career path.
¢ Security professionals.

¢ Network administrators.

e Other technology professionals.

What You’ll Learn

e Using information gathering techniques to identify and enumerate targets running various operating
systems.

Writing basic scripts and tools to aid in the penetration testing process.

¢ Analyzing, correcting, modifying, cross-compiling, and porting public exploit code.

¢ Conducting remote, local privilege escalation, and client-side attacks.

e Identifying and exploiting XSS, SQL injection, and file inclusion vulnerabilities in web applications.

¢ Leveraging tunneling techniques to pivot between networks.

e Creative problem solving and lateral thinking skills.

Outline
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Prerequisites

¢ Solid understanding of TCP/IP networking.
¢ Reasonable Windows and Linux administration experience.
o Familiarity with basic Bash and/or Python scripting.
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