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Linux Server Automation with Ansible

e 5days
e Lecture & Labs

Course Overview

This course is designed to bring new or lightly experienced IT professionals up to speed with Ansible, equip-
ping them with the skills to automate routine Linux system administration tasks efficiently and consistently.
Starting from first principles, participants will gain hands-on experience with key Ansible features: inven-
tory management, playbook development, variable handling, templating, conditionals, loops, and essential
modules. As the course progresses, students will explore more advanced topics, including roles, collections,
error handling, vault encryption, and plugins. Labs are built around real-world Linux administration tasks:
scheduling jobs, managing SELinux, configuring firewalls and storage, and editing system files, giving learn-
ers practical skills they can immediately apply in production environments. Additional content may be in-
cluded that introduces hardware-level automation using RedFish and Dell iDRAC APIs, useful for organiza-
tions managing physical server fleets. This course ensures your team can confidently develop, troubleshoot,
and maintain Ansible-based automation aligned with enterprise standards.

For teams focused on network device automation, see Ansible 201 (Networking).

Review this course online at https://www.alta3.com/courses/ansible-202-server

Who Should Attend

¢ Linux system administrators looking to automate repetitive tasks and improve consistency across en-
vironments

e Junior DevOps engineers who need a strong foundation in Ansible for managing infrastructure

¢ IT professionals with basic scripting experience seeking to replace manual processes with automation

¢ Technical team leads or architects standardizing configuration and deployment workflows across teams

RHEL administrators preparing to incorporate Ansible into their enterprise toolset, including Ansible

Navigator and Red Hat best practices

What You’ll Learn

¢ Develop and run Ansible playbooks to automate common Linux system administration tasks

e Manage inventories, variables, conditionals, loops, and handlers to create modular, reusable automa-
tion

¢ Use key Ansible modules (copy, file, get_url, template, etc.) to manage files, packages, services, and
configuration

» Apply Ansible roles and collections to organize code for scale and collaboration

¢ Implement secure automation practices using Ansible Vault and error-handling techniques

¢ Leverage Ansible Navigator and automation tools for managing RHEL-based environments

¢ Explore optional out-of-band server automation using RedFish and iDRAC interfaces

Outline

Source Code Management



Lecture: What to Choose?
Lecture + Lab: SCM Option #1 - GitHub
Lecture + Lab: SCM Option #2 - GitLab

Ansible Overview

Lecture: Introduction to Ansible

Ansible Basics

Lecture: Introduction to YAML

Lecture + Lab: Making an Inventory
Lecture + Lab: Running a Playbook
Lecture + Lab: ansible.cfg setup
Lecture + Lab: Looping Tasks

Lecture + Lab: Setting Variables: Part 1
Lecture + Lab: Setting Variables: Part 2

Critical Modules and Keywords

Lecture + Lab: Ansible Module - copy

Lecture + Lab: Ansible Module - file

Lecture + Lab: Ansible Module - get_url and uri
Lecture: Templating with Jinja

Lecture + Lab: Ansible Module - template
Lecture + Lab: When Condition

Lecture + Lab: Playbook Tags

Advanced Ansible

Lecture + Lab: Ansible Handlers and Listeners
Lecture + Lab: Ansible Error Handling
Lecture + Lab: Ansible Lookup Plugin

Lecture + Lab: Ansible Callback Plugins
Lecture: Collections, Roles, and Ansible Galaxy
Lecture + Lab: Using Collections

Lecture + Lab: Using Roles

Lecture + Lab: Making Roles

Lecture + Lab: Making Collections

Lecture + Lab: Ansible Vault

OOB (Out-of-Band) Management

Lecture: Ansible for Dell Servers: The Big Picture
Lecture: Out-Of-Band Management with RedFish
Lecture + Lab: Setup Mock Redfish Container
Lecture + Lab: Redfish Module: redfish_info
Lecture + Lab: Redfish Module: redfish command
Lecture + Lab: Redfish Module: redfish_config

RHEL Management

Lecture + Lab: Using Ansible Navigator

Lecture + Lab: Scheduled Tasks with at

Lecture + Lab: Scheduled Tasks with cron

Lecture + Lab: Editing Files with lineinfile and blockinfile



e Lecture + Lab: Managing Firewall Rules

¢ Lecture + Lab: SELinux and Auditd Management

Lecture + Lab: Configuring Storage Devices

Challenge: CHALLENGE: Convert Shell Scripts to Playbooks

Extra Practice for RHEL Tasks

¢ Lecture + Lab: Ansible Module - dnf

¢ Lecture + Lab: Ansible Module - archive and unarchive
¢ Lecture + Lab: Gathering and Using Facts

e Lecture + Lab: Managing Users and Groups

¢ Lecture + Lab: User and Group Assignment

¢ Lecture + Lab: File Permissions with Ansible

¢ Lecture + Lab: SSH Key Management

¢ Lecture + Lab: Managing Services

Additional Ansible Tools

¢ Lecture + Lab: Roles and Molecule
e Lecture + Lab: Ansible Module - script
e Lecture + Lab: Writing an Ansible Module with Python

Prerequisites

» Basic Keyboard Proficiency: Ability to efficiently navigate and use a keyboard, including typing, copy-
pasting, and basic text editing in terminal and/or text editors.
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