
Designing and Implementing Microsoft
Azure Networking Solutions
Duration: 3 Day(s)

Course Overview
This course teaches Network Engineers how to design, implement, and maintain Azure networking solutions. This course

covers the process of designing, implementing, and managing core Azure networking infrastructure, Hybrid Networking

connections, load balancing traffic, network routing, private access to Azure services, network security and monitoring.

Learn how to design and implement a secure, reliable, network infrastructure in Azure and how to establish hybrid

connectivity, routing, private access to Azure services, and monitoring in Azure.

Review this course online at https://www.alta3.com/courses/AZ-700T00

Objectives
Design secure and resilient Azure networking infrastructures.

Implement and manage hybrid networking connections.

Understand load balancing traffic and network routing in Azure.

Monitor and secure Azure network environments effectively.

Who Should Attend
Network Engineers

IT Professionals specializing in Azure

Cloud Solution Architects

Security Engineers with a focus on networks

Prerequisites
Understanding of On-Premises Virtualization

Technologies, Including: VMs, Virtual Networking, and

Virtual Hard Disks

Understanding of Network Configurations, Including

TCP/IP, Domain Name System (DNS), Virtual Private

Networks (VPNs), Firewalls, and Encryption

Technologies

Understanding of Software Defined Networking

Understanding Hybrid Network Connectivity Methods,

such as VPN

Understanding Resilience and Disaster Recovery,

Including High Availability and Restore Operations

Course Outline

Module 1: Azure Virtual Networks

Azure Virtual Networks

Public IP Services

Public and Private DNS

Cross-VNet Connectivity
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Virtual Network Routing

Azure Virtual Network NAT

Module 2: Design and Implement Hybrid Networking

Site-to-Site VPN Connection

Point-to-Site VP Connections

Azure Virtual WAN

Module 3: Design and Implement Azure ExpressRoute

ExpressRoute

ExpressRoute Direct

ExpressRoute FastPath

ExpressRoute Peering

Module 4: Load Balancing Non-HTTP(S) Traffic in Azure

Content Delivery and Load Balancing

Azure Load Balancer

Azure Traffic Manager

Azure Monitor

Network Watcher

Module 5: Load Balancing HTTP(S) Traffic in Azure

Azure Application Gateway

Azure Front Door

Module 6: Design and Implement Network Security

Azure DDoS Protection

Azure Firewall

Network Security Groups

Web Application Firewall on Azure Front Door

Module 7: Design and Implement Private Access to Azure Services

Define Azure Private Link and Private Endpoints

Design and Configure Private Endpoints

Integrate a Private Link with DNS and On-Premises Clients

Create, Configure, and Provide Access to Service Endpoints

Configure VNET Integration for App Service 
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