Microsoft Azure Security Technologies

Duration: 4 Day(s)

Course Overview

In this course students will gain the knowledge and skills needed to implement security
controls, maintain the security posture, and identify and remediate vulnerabilities by using a
variety of security tools. The course covers scripting and automation, virtualization, and
cloud N-tier architecture.

Review this course online at https://www.alta3.com/courses/AZ-500

Objectives

* Implement security controls and maintain the security posture of Azure environments.
« Utilize Azure security tools to identify and remediate vulnerabilities.

» Understand and employ Azure data protection mechanisms and encryption methods.
 Securely manage Azure identities, access, and network infrastructures.

Who Should Attend Prerequisites

* Azure Security Administrators » Microsoft Azure Administrator Associate
+ Cloud Security Engineers

* IT Security Professionals

* Azure Architects

Course Outline
Identity and Access

1. Manage identities in Microsoft Entra ID

2. Manage authentication by using Microsoft Entra ID
3. Manage authorization by using Microsoft Entra ID
4. Manage application access in Microsoft Entra ID

5. Labs: Role-Based Access Control

Secure Networking

6. Plan and implement security for virtual networks

7. Plan and implement security for private access to Azure resources
8. Plan and implement security for public access to Azure resources

9. Labs: Network Security Groups and Application Security Groups, Azure Firewall



10.

11.
12.

13.

14.

15.
16.
17.
18.

Secure Compute, Storage, and Databases

Plan and implement advanced security for compute

Plan and implement security for storage
Plan and implement security for Azure SQL Database and Azure SQL Managed Instance

Labs: Configuring and securing ACR and AKS, Securing Azure SQL Database, Service Endpoints and Securing
Storage

Security Operations

Plan, implement, and manage governance for security

Manage security posture by using Microsoft Defender for Cloud
Configure and manage threat protection by using Microsoft Defender for Cloud
Configure and manage security monitoring and automation solutions

Labs: Key Vault, Azure Monitor, Azure Security Center, Azure Sentinel
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